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How to Use This Toolkit

This toolkit translates the requirements of Kenya's Data Protection Act, 2019 (the “Act”) and its
subsidiary regulations into a working programme that an organisation's leadership, legal, compliance,
and technology teams can action directly. It is prepared by Muchangi Patrick & Co. Advocates, a
Nairobi-based technology law firm, and pairs each legal obligation with practical steps, template
language, illustrative case law, and a self-assessment checkpoint.

This document is intended as a general compliance reference and internal planning tool. It does not
constitute legal advice and should not be relied upon as a substitute for advice from qualified Kenyan
legal counsel or a registered Data Protection Officer, particularly for sector-specific obligations
(financial services, health, telecommunications, education) or before any submission to the Office of
the Data Protection Commissioner (ODPC). For advice tailored to your organisation, contact Muchangi
Patrick & Co. Advocates using the details in Section 13.3.

HOW TO USE

Keep this toolkit under version control and review it at least annually, and immediately following any
amendment to the Data Protection Act, its regulations, or ODPC guidance notes — the regulatory
regime is still actively evolving in 2026.
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Introduction, Purpose & Legal Framework

Why this toolkit exists, the law it is built on, and who must comply.

1.1 Purpose of This Toolkit

Kenya's data protection regime has moved decisively from an awareness-building phase into active,
financially consequential enforcement. Organisations that collect, store, or otherwise process
personal data in Kenya — or process the personal data of individuals located in Kenya from abroad —
are expected to demonstrate, not merely assert, compliance. This toolkit exists to give organisations of
any size a repeatable programme for meeting that expectation, from initial registration through to
ongoing governance of emerging technologies such as artificial intelligence.

1.2 The Legal Framework

The primary statute is the Data Protection Act, 2019 (Act No. 24 of 2019), which came into force on 25
November 2019 and gives effect to Article 31 of the Constitution of Kenya, 2010, which protects the
right to privacy. The Act established the Office of the Data Protection Commissioner (ODPC) as the
independent supervisory authority responsible for oversight, registration, and enforcement across all
sectors. The framework is broadly modelled on the EU General Data Protection Regulation (GDPR),
adapted to the Kenyan constitutional and administrative context.

The Act is supplemented by several sets of regulations and guidance notes that organisations must
read alongside it, including:
e Data Protection (General) Regulations, 2021

e Data Protection (Registration of Data Controllers and Data Processors) Regulations, 2021 (Legal
Notice No. 207 of 2021), effective 14 July 2022

e Data Protection (Compliance and Enforcement) Regulations, 2021
e Data Protection (Conduct of Compliance Audit) Regulations, 2024

e Sector- and topic-specific ODPC Guidance Notes, including on registration, consent, DPIAs,
electoral data processing, communications, and private security

REGULATORY WATCH

A Data Protection (Amendment) Bill was pending before Parliament as of early 2026, proposing
enhanced ODPC powers — including accreditation of trainers — and a stronger, ongoing obligation
to demonstrate compliance rather than simply implement controls at a point in time. Track its
progress and revisit this toolkit if it is enacted.

1.3 Who Must Comply

The Act applies to the processing of personal data by any data controller or data processor established
or ordinarily resident in Kenya, and — significantly — to any controller or processor not established in
Kenya that processes the personal data of data subjects located in Kenya. This gives the Act
extraterritorial reach comparable to the GDPR. In practice, this includes:

e Private companies of every size that hold employee, customer, or supplier personal data

e Public sector bodies — ministries, departments, agencies, county governments, and state
corporations
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Non-profit organisations, including NGOs, community-based organisations, and religious
organisations

Regulated sectors with heightened obligations — financial services, healthcare, education, and
telecommunications

Foreign entities offering goods, services, or online platforms to individuals in Kenya

1.4 Core Data Protection Principles

Section 25 of the Act sets out the principles that must guide every instance of personal data
processing. These principles run through every section of this toolkit and should be treated as the
default lens for any new project involving personal data:

Lawfulness, fairness and transparency — processing must rest on a recognised lawful basis and
be transparent to the data subject

Purpose limitation — data collected for one purpose should not be reused for an incompatible
purpose

Data minimisation — collect only what is necessary for the stated purpose
Accuracy — personal data must be kept accurate and, where necessary, up to date
Storage limitation — data should not be retained longer than necessary

Integrity and confidentiality — appropriate technical and organisational security measures
must protect the data

Accountability — the controller or processor must be able to demonstrate compliance with all
of the above, not merely assert it

SECTION 2
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Registration with the ODPC

Determining whether your organisation must register, and how to complete the process.

2.1 The Registration Obligation

Under Section 18 of the Act and the Data Protection (Registration of Data Controllers and Data
Processors) Regulations, 2021, no person may act as a data controller or data processor in Kenya
unless registered with the Data Commissioner. Operating without registration where registration is
mandatory is an offence under the Act.

2.2 Who Must Register — Thresholds

The ODPC has discretion to prescribe registration thresholds based on the nature of the industry, the
volume of data processed, and whether sensitive personal data is involved. As a working guide,
mandatory registration applies where any of the following are true:

Annual turnover or revenue KES 5,000,000 or more

Headcount More than 10 employees

Sensitive personal data

Volume of data subjects

Regulated sector

Systematic monitoring

Processing of health, biometric, genetic, financial, religious, ethnic, sexual-life,
or similar sensitive data, regardless of size

Processing the personal data of 10,000 or more data subjects within a 12-
month period

Financial services, healthcare, education, telecommunications, or public
service — mandatory regardless of turnover or headcount

Core activities involving regular and systematic large-scale monitoring of data
subjects

2.3 How to Register — Step by Step

1.

Confirm status: determine whether your organisation is a data controller, a data processor, or
both, for each processing activity you carry out.

Assemble supporting documents: certificate of incorporation or registration, KRA PIN,
particulars of directors or partners, and a description of processing activities.

Apply via the ODPC online portal using the prescribed application form (DPR1 for controllers,
DPR2 for processors) and pay the applicable fee, which varies by entity size and category.

Await review: the ODPC issues a certificate of registration, typically within 14 days, where it is
satisfied the requirements are met.

Diarise renewal: a certificate of registration is valid for 24 months from the date of issue and
must be renewed before expiry.

2.4 Data Protection Officer (DPO) Designation
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A Data Protection Officer must be designated where the organisation is a public body, processes
sensitive personal data at scale, or its core activities involve regular and systematic monitoring of data
subjects at scale. Other organisations are encouraged, though not required, to appoint one. Where a
DPO is required, the organisation must notify the ODPC of the DPO's contact details and publish them
on its website. The DPO should have demonstrable knowledge of data protection law and practice, and
is typically responsible for monitoring compliance, coordinating DPIAs, training staff, and acting as the
point of contact for both data subjects and the ODPC.

PRACTICE NOTE

Registration is entity-wide, but your obligations are activity-specific. A registered organisation must
still maintain a current record of each individual processing activity — registration is the starting line
for compliance, not the finish line.

CASE LAW — MUCHANGI PATRICK & CO. ADVOCATES

Kenyan courts have described the High Court's data-protection jurisdiction as "staggered" rather
than absent: a complainant is generally expected to approach the ODPC first, with the High Court's
constitutional jurisdiction preserved but deferred until the ODPC route has been engaged (Mwaniki v
Safaricom PLC). Petitions filed before, or only days after, an ODPC complaint has been lodged have
been treated as premature or as forum shopping (Barasa v CSI Energy Group Limited; Otieno v
University of Nairobi & 8 Others). See Section 12 for further determinations on this point.

SECTION 3
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Privacy Notices

Meeting the transparency obligation at the point personal data is collected.

3.1 Legal Basis for the Requirement

The principle of lawfulness, fairness, and transparency requires that data subjects be informed, in clear
and plain language, about how their personal data will be processed before or at the point of
collection. A privacy notice is the primary instrument for discharging this obligation and should be
treated as a living document tied to each data collection channel — website, mobile app, physical
form, call centre, or HR onboarding process.

3.2 Mandatory Content Elements

Identity and contact details of the data controller (and DPO, where designated)
The specific purpose(s) for which personal data is being collected and processed

The lawful basis relied upon for each purpose (consent, contract, legal obligation, vital
interests, public interest, or legitimate interest)

Categories of personal data collected, including whether any is sensitive personal data
Recipients or categories of recipients, including any third-party processors

Whether data will be transferred outside Kenya, and the safeguards applied
Retention period, or the criteria used to determine it

A summary of data subject rights and how to exercise them

The right to lodge a complaint with the ODPC

Whether provision of the data is a statutory or contractual requirement, and the consequences
of not providing it

3.3 Drafting & Deployment Checklist

Written in plain, non-technical language appropriate to the audience, including in Kiswahili
where the audience warrants it

Layered where practical — a short summary notice with a link through to the full notice
Presented before or at the point of data collection, not buried in post-collection terms
Version-controlled with a visible “last updated” date

Reviewed whenever a new processing purpose, system, or third-party recipient is introduced

PRACTICE NOTE

Separate, purpose-specific notices are usually better practice than a single omnibus notice — for
example, distinct notices for customers, job applicants, and website visitors — since the lawful basis
and retention period will typically differ across these groups.

SECTION 4
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Contracts & Third-Party Data Processing Agreements

Extending compliance obligations to vendors, processors, and joint controllers.

4.1 When a Data Processing Agreement Is Required

Wherever a third party processes personal data on your organisation's behalf — a payroll provider,
cloud hosting vendor, marketing platform, or outsourced call centre — a written data processing
agreement (DPA) should govern that relationship before processing begins. The controller remains
accountable for the processor's compliance, so contractual control is a direct extension of the

organisation's own obligations.

4.2 Essential Clauses for a Data Processing Agreement

Scope & purpose
Instructions
Confidentiality

Security measures

Sub-processing

Assistance

Breach notification

Cross-border transfer
Return / deletion

Audit rights

Defined categories of data, data subjects, purposes, and duration of processing
Processor acts only on documented instructions from the controller

Binding confidentiality obligations on staff with access to the data

Minimum technical and organisational measures, aligned to Section 8 of this toolkit

Prior written authorisation required before engaging any sub-processor, with flow-
down obligations

Processor obligation to assist with data subject requests, DPIAs, and breach response

Processor must notify the controller without undue delay upon becoming aware of a
breach

Safeguards required if the processor stores or accesses data outside Kenya
Data returned or securely deleted at the end of the engagement, with certification

Controller's right to audit or request evidence of the processor's compliance

4.3 Vendor Due Diligence Checklist

e Vendor's own registration status with the ODPC (or equivalent authority, if offshore) confirmed

before onboarding

e Evidence of technical security controls requested (e.g. encryption, access control, certifications)

e Data residency and sub-processor locations disclosed and assessed

e Incident response and breach notification commitments documented with specific timeframes

e Contract renewal or vendor review cycle includes a data protection re-assessment

SECTION 5
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Data Protection Impact Assessments (DPIAs)

Identifying and mitigating privacy risk before high-risk processing begins.

5.1 When a DPIA Is Required

A DPIA is a structured process for identifying and minimising the data protection risks of a project
before it goes live. Under ODPC guidance, a DPIA should be carried out whenever processing is likely to
result in high risk to the rights and freedoms of data subjects, including in the following circumstances:

e Systematic and extensive evaluation of personal aspects using automated processing, including
profiling, that produces legal or similarly significant effects

e Large-scale processing of sensitive personal data

e Systematic monitoring of a publicly accessible area on a large scale

e Use of new technologies, including artificial intelligence and biometric systems, where the risk
profile is not yet well understood

e Large-scale processing involving children's personal data

e Matching or combining datasets from different sources in ways not reasonably anticipated by
the data subject

5.2 DPIA Process

6. Describe the processing: nature, scope, context, and purpose of the intended activity.

7. Assess necessity and proportionality against the stated purpose.

8. Identify risks to data subjects, considering likelihood and severity of harm.

9. Identify measures to mitigate each risk — technical, organisational, or design-level.

10. Consult the DPO, and where appropriate, affected data subjects or their representatives.

11. Document the outcome and obtain sign-off from an accountable senior owner before go-
live.

12.  Where residual risk remains high after mitigation, consult the ODPC before proceeding.

PRACTICE NOTE

Maintain a DPIA register logging every assessment undertaken, its outcome, and its review date. This
register is typically one of the first documents requested during an ODPC compliance audit under the
2024 Compliance Audit Regulations.

SECTION 6
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Data Subject Rights

Operationalising the rights the Act grants to individuals, and how to respond to requests.

6.1 The Rights Catalogue

Right What It Means in Practice

To be informed Receive clear information about processing at or before collection

Of access Obtain confirmation and a copy of personal data held about them

To rectification Have inaccurate or incomplete data corrected

To erasure Request deletion of data in specified circumstances (“right to be forgotten”)

To restriction Limit how their data is processed pending resolution of a dispute

To data portability Receive data provided under consent or contract in a portable format

To object Object to processing carried out on certain legal bases, including direct marketing

Not be subject to a decision based solely on automated processing with significant

Against automated decisions effect, without safeguards

To complain Lodge a complaint directly with the ODPC

6.2 Handling a Data Subject Access Request (DSAR)

13. Logthe request immediately, noting the date received and the channel used.
14. Verify the identity of the requester using a proportionate method.

15. Confirm scope — clarify with the requester if the request is broad or ambiguous.
16. Locate the relevant data across all systems, including backups where feasible.

17. Apply any lawful exemptions (e.g. data relating to third parties, legal privilege) narrowly and
document the reasoning.

18. Respond within the statutory timeframe, providing data in an accessible format.

19. Record completion in the DSAR register for audit purposes.

PRACTICE NOTE

Build a single intake channel (a dedicated email address or web form) for all data subject requests so
that none are missed or handled inconsistently across departments.

CASE LAW — MUCHANGI PATRICK & CO. ADVOCATES

The High Court has recognised a mobile phone number as a protected "digital identifier" in its own
right, ordering safeguards against unregulated recycling and reassignment of numbers (Odhiambo &
Another v Attorney General & Another). A related determination held that a person who is later
assigned a recycled number does not automatically become the "data subject" of the previous
holder's data, and that reasonable verification time before cutting off a communication channel is a
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valid defence for an organisation acting in good faith (Taifa DT Sacco Society Limited v Otieno). See
Section 12 for further determinations on this point.

SECTION 7
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Technical & Organisational Security Measures

Baseline controls to satisfy the integrity and confidentiality principle.

7.1 Technical Controls

Encryption of personal data at rest and in transit, particularly for sensitive personal data
Role-based access control, with access granted on a least-privilege, need-to-know basis
Multi-factor authentication for systems holding personal data

Logging and monitoring of access to personal data, with regular review of logs

Regular vulnerability scanning, patch management, and penetration testing

Secure backup and tested disaster recovery procedures

Data anonymisation or pseudonymisation where the purpose can still be achieved

7.2 Organisational Controls

Documented information security policy, reviewed at least annually

Mandatory data protection and security awareness training for all staff, with role-specific
modules for high-risk functions

Clear desk, clear screen, and device management policies
Onboarding and offboarding procedures that promptly grant and revoke system access
Vendor and third-party risk assessment prior to onboarding (see Section 4)

Defined data retention and secure disposal schedules by data category

7.3 Governance

Security measures should be proportionate to the risk presented by the processing — the nature,
scope, context, and purpose of the activity, and the likelihood and severity of harm to data subjects if
the data is compromised. Larger organisations and those processing sensitive personal data at scale
should expect to justify their control set against this proportionality standard, including in the context
of the 2024 Compliance Audit Regulations, which allow the ODPC to conduct or commission
compliance audits.

SECTION 8
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A structured plan for detecting, containing, and notifying personal data breaches.

8.1 What Constitutes a Breach

A personal data breach is any security incident leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data. This includes both malicious
incidents (e.g. hacking, ransomware) and accidental ones (e.g. a misdirected email containing personal

data, or a lost device).

8.2 Response Timeline

_ Target Timeframe Key Actions

Detect & contain Immediate

Assess Within 24-48 hours

Within 72 hours of

Notify the ODPC .
becoming aware

Notify affected data Without undue delay where

subjects high risk is likely
Remediate Ongoing
Review Post-incident

8.3 Breach Notification Content

Isolate affected systems; preserve evidence; stop ongoing
data loss

Determine scope, categories of data and subjects
affected, and likely risk

Submit breach notification with known facts; supplement
as the investigation progresses

Plain-language notice describing the breach, likely
consequences, and mitigating steps taken

Close the vulnerability; strengthen controls; monitor for
recurrence

Root-cause analysis; update the breach register and this
toolkit's controls as needed

e Nature of the breach, including categories and approximate number of data subjects and

records affected

e Name and contact details of the DPO or other contact point

e Likely consequences of the breach

e Measures taken or proposed to address the breach and mitigate its effects

8.4 Roles & Responsibilities

e Incident lead — coordinates the overall response and internal communications

e |T/security — contains the incident and leads technical investigation

e DPO / legal — assesses notification obligations and liaises with the ODPC

e Communications — manages data subject and public-facing messaging

e Executive sponsor — accountable for the organisation's overall response and remediation

follow-through

Muchangi Patrick & Co. Advocates -
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PRACTICE NOTE

Rehearse the breach response plan at least annually with a tabletop exercise. Most organisations
discover gaps in escalation contacts and decision authority only when they test the plan under
simulated time pressure.

CASE LAW — MUCHANGI PATRICK & CO. ADVOCATES

Reliance on a single notification channel carries real risk: in one determination, service of an ODPC
decision by email alone was found insufficient where it was not seen by the respondent in time,
supporting an extension once the respondent could show it acted promptly on discovery (Chelete
Credit Limited v Office of the Data Protection Commissioner & Another). Build redundancy into your
own incident and regulator-facing notifications for the same reason — do not rely on a single email
address or channel. See Section 12 for further determinations on this point.

SECTION 9
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Cross-Border Data Transfers

Moving personal data out of Kenya lawfully.

9.1 The General Rule

The Act regulates the transfer of personal data from Kenya to other jurisdictions. Transfers to
jurisdictions recognised as having adequate data protection safeguards are generally permitted.
Transfers to other jurisdictions require additional safeguards before they may proceed.

9.2 Permitted Transfer Mechanisms

e Transfer to a jurisdiction the ODPC has recognised as providing an adequate level of protection

e Explicit consent of the data subject to the specific transfer, after being informed of the possible
risks

e Contractual safeguards, including Standard Contractual Clauses, between the exporting and
importing entities

e Binding Corporate Rules for intra-group transfers within a multinational organisation

e Other safeguards approved by the ODPC, or a narrow set of statutory exceptions (e.g.
performance of a contract, public interest, legal claims)

9.3 Practical Considerations

Cloud services, SaaS platforms, offshore support functions, and group reporting lines are the most
common sources of unplanned cross-border transfers. Map data flows as part of your records of
processing activity, and treat any change of hosting region by a vendor as a trigger for re-assessment.

REGULATORY WATCH

Kenya and the European Union launched an adequacy dialogue in May 2024 — the first of its kind on
the African continent — which remained ongoing in early 2026. A positive adequacy decision would
simplify EU-to-Kenya transfers; monitor developments, but do not assume adequacy status until it is
formally granted.

9.4 Data Localisation Signals

The ODPC's Cloud Policy encourages data localisation for certain categories of data, particularly
sensitive government and critical infrastructure data, when entities adopt cloud solutions.
Organisations in regulated or public-sector-adjacent contexts should confirm whether sector-specific
localisation expectations apply before selecting a hosting provider.

SECTION 10
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Al Governance

Preparing for Kenya's emerging Al-specific regulatory regime.

10.1 Existing DPA Obligations for Al Systems

Kenya's existing framework already reaches most Al use cases that process personal data. Automated
decision-making with significant effect on a data subject engages the right against solely automated
decisions; profiling and large-scale use of new technologies typically triggers the DPIA obligation
described in Section 5; and any Al system trained or operated on personal data must still satisfy the
core principles in Section 1.4 — lawfulness, purpose limitation, minimisation, and accountability
foremost among them.

10.2 The Draft Artificial Intelligence Bill, 2026

A draft Artificial Intelligence Bill, introduced as a Senate Bill, proposes a risk-based regulatory regime
for Al systems modelled in part on the EU Al Act. As drafted, it would establish an Office of the Artificial
Intelligence Commissioner as an independent body with enforcement powers, including the ability to
enter premises and inspect Al systems. High-risk Al systems would face materially stronger
governance, transparency, data protection, and record-keeping requirements than lower-risk
systems.

REGULATORY WATCH

The Al Bill was still pending as of early 2026 and its final form, including in-force date, is not yet
settled. Track its progress through Parliament and treat the obligations below as a readiness baseline
rather than a confirmed compliance requirement.

10.3 AI Governance Readiness Checklist
e Maintain an inventory of Al systems that process personal data, including third-party and
embedded Al features within vendor products
e Classify each system by risk level based on its use case and the population it affects

e Complete a DPIA before deploying any Al system involving profiling, automated decisioning, or
sensitive personal data

e Provide meaningful information to affected individuals about the logic, significance, and
consequences of automated decisions

e Build in a human review pathway for any automated decision with a significant effect on an
individual

e Assess training data provenance and minimise personal data used in model training wherever
feasible

e Assign clear internal ownership for Al governance — whether housed with the DPO, a
dedicated Al governance lead, or a cross-functional committee

CASE LAW — MUCHANGI PATRICK & CO. ADVOCATES

In a 2026 petition seeking a blanket moratorium on government use of Al, the courts declined to
grant an unparticularised, category-wide restraining order, holding that such relief needs to identify
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specific Al systems and specific harms. Rather than dismiss the petition outright, the court granted
leave to amend it, joined the Kenya National Commission on Human Rights as a party, and ordered
the respondents to file periodic reports on progress toward Al regulation (Wangai & 2 Others v
Cabinet Secretary, Ministry of Information, Communications and the Digital Economy & 2 Others).
The signal for organisations: courts are already engaging actively with Al governance ahead of any
dedicated Al statute, and internal Al inventories (Section 10.3) should be specific enough to
withstand this level of scrutiny.

SECTION 11
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Master Compliance Checklist

A consolidated, assignable action list drawn from every section of this toolkit.

11.1 Foundational

# Compliance Action Responsible Owner

Confirm whether the organisation must register as a data

controller and/or processor Legal / Compliance =
Complete ODPC registration and calendar the 24-month Legal / Compliance O
renewal date

Determine whether a DPO must be designated; appoint and .

notify the ODPC if so Executive Sponsor =
Maintain a current record of processing activities across all DPO / Compliance 0

business units

11.2 Transparency & Rights

“ Compliance Action Responsible Owner m

Publish purpose-specific privacy notices at every collection Legal / Marketing

point
2 Stand up a single intake channel for data subject requests DPO/IT O
3 Document'and test the DSAR response procedure against DPO / Legal O
statutory timeframes
4 Provide an accessible mechanism for data subjects to lodge Customer Service / DPO O

complaints internally before escalating to the ODPC

11.3 Contracts, Risk & Security

# Compliance Action Responsible Owner

Put data processing agreements in place with every

Legal / Procurement O
processor and sub-processor
R DPIA before | hi high-risk i .
ur.1 ? ' be 'ore aunching any high-risk processing DPO / Project Owner 0
activity, including new Al systems
Implernel?t and docu'ment baseline technical and IT / Security O
organisational security controls
4 Rehearse the breach response plan at least annually Security / DPO O
Map crqss-border data flows and confirm a lawful transfer DPO / IT O
mechanism for each
6 Maintain an Al system inventory and risk classification Al Governance Lead / DPO O

Muchangi Patrick & Co. Advocates - dataprivacyadvocates.co.ke
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# Compliance Action Responsible Owner

Deliver mandatory data protection training to all staff, with

refreshers for high-risk roles HR / DPO O

HOW TO USE

Assign an owner and a due date to every unchecked item before circulating this toolkit internally —
a checklist without ownership rarely converts into completed action.

SECTION 12
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Selected ODPC & Court Determinations

A curated set of published High Court and ODPC determinations, prepared as case notes by
Muchangi Patrick & Co. Advocates, illustrating how the Act is applied in practice.

The Data Protection Act is increasingly tested and interpreted through ODPC determinations and, on
appeal or judicial review, by the High Court. The case notes summarised in this section were prepared
by the Editorial Board of Muchangi Patrick & Co. Advocates and reflect the firm's own analysis and
characterisation of published judgments; they are offered for general orientation only, are not a
substitute for reading the full judgment, and are not legal advice. Organisations facing a live ODPC
complaint, appeal, or petition should obtain advice from qualified Kenyan counsel on the specific facts

involved.

12.1 Registration, Jurisdiction & Procedure

Case Key Takeaway

Mwaniki v Safaricom PLC

Barasa v CSI Energy Group Limited

Otieno v University of Nairobi & 8
Others

Bore v Alliance Leasing Limited &
Another

Paprika Limited v ODPC & Another

The High Court's data-protection jurisdiction is “staggered,” not absent — the
ODPC route generally goes first, with the constitutional jurisdiction preserved
but deferred.

A constitutional petition filed without first lodging an ODPC complaint is
premature, however genuine the underlying grievance.

A petition filed only days after an ODPC complaint was lodged was treated as
forum shopping rather than genuine urgency.

A constitutional petition can properly outrun the ODPC's own remedies where
those remedies would not adequately address the harm alleged.

Where a data dispute is bound up with an employment relationship, the
Employment and Labour Relations Court's jurisdiction should be checked before
filing elsewhere.

12.2 ODPC Determinations, Appeals & Enforcement

Kenya Airways PLC v Obano

Platinum Credit Limited v Data
Protection Commissioner & Another

Premier Credit Ltd v ODPC &
Another

Republic v ODPC; BVB Lounge (Ex
Parte)

An ODPC determination was set aside as an overreach where a customer-
service grievance was pursued as a data-access complaint without evidence of
compensable damage or distress.

An award was overturned on appeal because the ODPC relied on evidence the
respondent had not been shown — a natural-justice failure alone can unwind a
determination.

Confirmed a controller can be vicariously liable for its agents' conduct under the
Act, while reducing a disproportionate award to reflect the respondent's size
and ability to pay.

Judicial review on natural-justice grounds succeeds only where a party was
genuinely denied any opportunity to be heard, not merely dissatisfied with the
outcome.
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Case Key Takeaway

The High Court issued mandamus compelling the ODPC to determine a
Republic v ODPC; HS & 2 Others complaint after prolonged silence, treating the Act's handling timelines as
mandatory.

Filing an appeal against an ODPC award does not automatically suspend it — a

RURE O ITEEITS A ST respondent must separately apply for a stay.

Email-only service of a determination was found insufficient where it went
unseen in a spam folder, supporting an extension where the respondent moved
promptly on discovery.

Chelete Credit Limited v ODPC &
Another

12.3 Consent, Notices & Personal Data in Practice

A blanket entrance notice did not constitute valid consent to commercial use of

Kipchirchir v H ill R i Limi - . . . .
[zd Pl ez a visitor's photograph; the privacy claim succeeded with substantial damages.

Matanta v Old Boma Limited t/a Consent given for use of an employee's image during employment does not last
Saruni Basecamp indefinitely — continued use after departure needs fresh, specific authorisation.

Consent obtained by a business does not automatically transfer to a buyer of
that business; due diligence should specifically flag personal data and image
rights.

Tulia Amboseli Safari Camp Limited
v Opiyo & 2 Others

Using a relative's KRA PIN for statutory filings without their knowledge was
found to violate the constitutional right to privacy, independent of any formal
controller relationship.

Savla v Maralal Energy Limited & 2
Others

12.4 Data Subject Identity & Digital Identifiers

Odhiambo & Another v Attorney A mobile phone number was recognised as a protected “digital identifier”; the
General & Another state was ordered to develop safeguards against unregulated number recycling.

A person assigned a recycled phone number is not automatically the “data

Vel [ &2 a0 Sod ey Hmli=: 1) subject” of the previous holder's data; reasonable verification time is a valid

Otieno defence.
Article 31 privacy protection extends beyond formal data-controller
Onduko v Squier & Another relationships to informal conduct such as covert filming and messaging-group

harassment.

12.5 Al Governance

Wangai & 2 Others v Cabinet Courts declined a blanket Al moratorium but ordered specific system
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Case Key Takeaway

Secretary, Ministry of ICT & 2 identification and periodic government progress reports — active judicial
Others interest ahead of any Al statute.
SOURCE

This is a curated selection, not an exhaustive digest of ODPC or High Court jurisprudence. For the full
case notes and citations to the underlying judgments on Kenya Law, see the Muchangi Patrick & Co.
Advocates resource centre at dataprivacyadvocates.co.ke.

SECTION 13
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Appendix

Key definitions, contacts, and further reference.

13.1 Key Definitions

Personal data Any information relating to an identified or identifiable natural person

Data revealing race, health, ethnicity, religion, political opinion, genetic or biometric

Sensiti | dat . . . L . - - .
ensitive personal data data, sexual life, family details, or similar categories requiring heightened protection

The person who determines the purpose and means of processing personal data,
alone or jointly with others

Data controller
Data processor A person who processes personal data on behalf of a data controller
Data subject The identified or identifiable individual to whom personal data relates

Office of the Data Protection Commissioner — Kenya's independent data protection

ODPC supervisory authority
DPIA Data Protection Impact Assessment — a structured process for identifying and
mitigating privacy risk
DPO Data Protection Officer
13.2 Regulatory Contact

e Office of the Data Protection Commissioner (ODPC), Britam Towers, 12th Floor, Hospital Road,
Upper Hill, Nairobi, Kenya

e ODPC online registration and complaints portal (see www.odpc.go.ke for current links and
forms)

13.3 Advisory Contact

This toolkit was prepared by Muchangi Patrick & Co. Advocates, a Nairobi-based technology law firm
advising fintechs, startups, boards, and data-driven businesses on data protection, ODPC compliance,
cross-border transfers, and Al governance. For assistance applying this toolkit to your organisation's
specific circumstances — including registration, drafting privacy notices and data processing
agreements, conducting a DPIA, or responding to an ODPC complaint or determination — contact the
firm directly.

e

Firm Muchangi Patrick & Co. Advocates

Address Pinetree Plaza, 8th Floor, Kaburu Drive, off Ngong Road, Nairobi, Kenya
Telephone +254 722 878 607 / +254 736 358 938

Email consult@dataprivacyadvocates.co.ke
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Field Detail

Website dataprivacyadvocates.co.ke

13.4 Enforcement Context

Administrative fines under the Act may reach up to KES 5,000,000, or 1% of the data controller's
annual turnover for the preceding financial year, whichever is lower; processors face fines of up to KES
3,000,000 or 0.5% of annual turnover. The ODPC has demonstrated a willingness to use its full range of
administrative, civil, and criminal enforcement powers, including against major Kenyan companies,
financial institutions, and online platforms, underscoring the value of a proactive compliance
programme over a reactive one.

13.5 Document Control

e

Document title Kenya Data Protection Compliance Toolkit for Organisations (2026 Edition)
Prepared by Muchangi Patrick & Co. Advocates

Version 1.0

Prepared July 2026

Next scheduled review July 2027, or on any material change to the Act, its regulations, or ODPC guidance
Classification Internal — Confidential
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